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INTRODUCTION AND EXECUTIVE
SUMMARY

This report by the Department of Energy (DOE) complements DOE’s companion report,
Informing Federal Smart Grid Policy: The Communications Requirements of Electric Utilities.*
Both reports are also components of the federal government’s much broader efforts to facilitate
the adoption and deployment of various Smart Grid technologies. These ongoing broader efforts
have encompassed many agencies including many operational units within DOE, the Federal
Communications Commission (FCC), the Federal Energy Regulatory Commission (FERC), the
National Institute of Standards and Technology (NIST), and the National Science and
Technology Council Committee on Technology’s Subcommittee on Smart Grid.

This report and its companion report also respond to recommendations directed toward DOE in
the National Broadband Plan (the “NBP”), authored by the FCC at the direction of Congress.?
The NBP seeks to ensure that every American has access to broadband capability. The NBP also
includes a detailed strategy for achieving affordability and maximizing use of broadband to
advance consumer welfare, civic participation, public safety and homeland security, health care
delivery, energy independence and efficiency, education, entrepreneurial activity, job creation
and economic growth, and other national purposes.® As part of this strategy, the NBP made
recommendations to various Federal agencies, including DOE. In particular, the NBP
recommended that DOE evaluate the overall communications needs of the Smart Grid, consider
consumer-data-accessibility policies when evaluating Smart Grid grant applications, and report
on the states’ progress toward enacting consumer data accessibility and develop best practices
guidance for states. This report implements the latter two recommendations, while the
companion report implements the first recommendation.

Smart Grid technologies will be a critical long-term component of a more interactive, robust, and
efficient electricity generation, transmission and usage system. Moreover, the advanced, state-
of-the-art electrical grid that these technologies will create will be an important component of an
overall national energy, economic, and security strategy predicated upon reasserting U.S.
leadership in the race to develop cleaner, sustainable, and secure sources of energy—a race that
Secretary of Energy Chu has called “a Second Industrial Revolution.”

As DOE has emphasized, the promise of the Smart Grid is enormous and includes improved
reliability, flexibility, and power quality, as well as a reduction in peak demand and transmission
costs, environmental benefits, and increased security, energy efficiency, and durability and ease

! See Department of Energy, Informing Federal Smart Grid Policy: The Communications Requirements of Electric
Utilities, October 5, 2010, available at http://www.gc.energy.gov/1592.htm. This complementary report provides a
more detailed summary of both the operation of Smart Grid technologies like advanced metering and the federal
government’s multifaceted efforts to promote their adoption and deployment.
% The Plan, developed pursuant to the American Recovery and Reinvestment Act of 2009 (P.L. No. 111-5), was
issued on March 16, 2010 and is available at http://www.broadband.gov/plan/.

Id.
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of repair in response to attacks or natural disasters. But DOE also recognizes that long-term
success of Smart Grid technologies depends upon understanding and respecting consumers’
reasonable expectations of privacy, security, and control over who has access to potentially
revealing energy-usage data.

DOE believes that privacy and access, in the context of a Smart Grid, are complementary values
rather than conflicting goals. The practical impact of a Smart Grid depends on its capacity to
encourage and accommodate innovation while making usage data available to consumers and
appropriate entities and respecting consumers’ reasonable interests in choosing how to balance
the benefits of access against the protection of personal privacy and security. This report seeks
to assist both policymakers and private and public entities interested in understanding how legal
and regulatory regimes are evolving to better accommodate innovation, privacy and data-
security. To that end, this report surveys industry, state, and federal practices in this evolving
area to alert industry leaders, state regulators, and federal policy makers to trends and practices
that seem most likely to accommodate all of these values and maximize the value of Smart Grid
technologies.

This Report consists of two main components. The next section, Key Findings, summarizes
DOE’s impressions of the information it collected in the spring and summer of 2010 during its
proceeding on the data-privacy and data-security issues raised by Smart Grid technologies like
advanced metering. In particular, this section provides a coherent summary of developing
trends, consensuses, and potential best practices emerging as States use or adapt existing legal
regimes to accommodate the deployment of Smart Grid technologies. The second section,
Summary of Public Comments and Information, provides a more comprehensive summary of the
comments, both written and transcribed, that DOE received in response to the Request for
Information (“RFI”) and during the public roundtable discussion conducted during the
preparation of this report.

Overview of Data Access and Privacy Concerns

Recognizing and addressing the significant concerns with access to and privacy protection for
energy usage data are critical to the development of U.S. Smart Grid policies because of the
enormous potential of consumer and authorized third party access to energy consumption data
through the use of Smart Grid technologies, and the continued importance of utility access to
such data.

Advances in Smart Grid technology could significantly increase the amount of potentially
available information about personal energy consumption. Such information could reveal
personal details about the lives of consumers, such as their daily schedules (including times
when they are at or away from home or asleep), whether their homes are equipped with alarm
systems, whether they own expensive electronic equipment such as plasma TVs, and whether
they use certain types of medical equipment. Consumers rightfully expect that the privacy of this
information will be maintained. The proprietary business information of non-residential
customers could also be revealed through the release of energy consumption data, resulting in
competitive harm. Studies conducted by utilities and consumer advocates have consistently
shown that privacy issues are of tremendous import to consumers of electricity.
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At the same time, access to consumer data continues to be of importance to utilities for
operational purposes and to achieve the important national goals, discussed above, that Smart
Grid technologies will advance. In addition, access to such data by consumers and authorized
third parties has significant potential to enable American consumers to understand their energy
use, and thus become more proactive in managing that use, ultimately saving money on their
energy bills and becoming more efficient consumers of energy.

DOE recognizes that issues of data access and privacy are not entirely new. DOE commends the
utilities’ strong track record of protecting the privacy of customer data and acknowledges the
traditional responsibility of state utility commissions in regulating issues associated with data
privacy. The findings set forth in this report build up the continuing efforts of these entities to
protect customer privacy, as well as the efforts of third party service providers and consumer
groups to foster responsible data access to achieve the goals of Smart Grid. DOE believes that
these findings will be applicable to issues of privacy and access that will continue to remain at
the forefront as the technologies associated with Smart Grid continue to evolve.

Summary of Recommendations

DOE’s recommendations are discussed more fully in the section that follows. In summary,
however, DOE notes that consumer education about the benefits of Smart Grid and the use of
Smart Grid technologies will be of significant important to the success of Smart Grid. The pace
of deployment will also be important and should not outpace consumer education.

This is particularly true given that Smart Grid technologies can generate very detailed energy
consumption information. Because of its detailed nature, such information should be accorded
privacy protections — and the accord of these protections will do much to increase consumer
acceptance of Smart Grid. While utilities need access to this energy consumption data for
operational purposes, both residential and commercial consumers should be able to access their
own energy consumption data and decide whether to grant access to third parties. In addition,
the special circumstances of certain populations, such as rural, low-income, minority and elderly
populations, must be considered in any Smart Grid deployment strategy.

States should also carefully consider the conditions under which consumers can authorize third-
party access. Commenters to this proceeding generally agreed that these conditions should
include a prohibition on disclosure of consumer data to third parties in the absence of affirmative
consumer authorization, and that the authorization should specify the purposes for which the
third party is authorized to use the data, the term of the authorization, and the means for
withdrawing an authorization. Commenters also generally agreed that authorized third parties
should be required to protect the privacy and security of consumer data and use it only for the
purposes specified in the authorization, and that states should define the circumstances,
conditions, and data that utilities should disclose to third parties.

Issues of third-party access for which consensus proved harder to achieve include how
consumers should authorize third-party access and how (though not whether) utility liability
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should be limited when utilities are required to disclose data to authorized third parties, as well
as applicable complaint procedures once third-party access has been authorized, and the specific
data that utilities should be required to disclose to authorized third parties. In addition,
commenters did not reach consensus on whether utilities could charge a fee for providing third-
party access to consumer energy data, and whether authorized third-party service providers
should be required to obtain further informed consent before disclosing such data. State
certification requirements for third parties also remained an open issue.

To assist in the discussion and resolution of these issues, DOE proposes to create a web portal
and act as a clearinghouse for data and information on Smart Grid data access and protection.

KEY FINDINGS

This section summarizes and records DOE’s impressions of the results of its efforts to collect
and analyze diverse perspectives on the current state of data security* and consumer access and
privacy issues associated with the ongoing development and deployment of “Smart Grid”
technologies. In so doing, it provides federal, state and local policymakers, as well as utilities
and third-party providers of energy management services, with a concise, broad overview of the
current state of ongoing efforts to assess the legal and regulatory implications of the data-security
and data-privacy issues that were identified during a public information-gathering process
conducted by DOE in the spring and summer of 2010. In this document, DOE attempts to
provide a measure of certainty for all Smart Grid participants on issues where there is consensus,
as well as highlight the pros and cons of various approaches where debate still exists.

DOE stresses the intended audience and the legal and regulatory focus of this report because
efforts to encourage the deployment of Smart Grid technologies will depend significantly upon
two factors. First, the success of such efforts depends upon the development of legal and
regulatory regimes that respect consumer privacy, promote consumer access to and choice
regarding third-party use of their energy data, and secure potentially sensitive data to increase
consumer acceptance of Smart Grid. Second, the success of such efforts also depends upon the
development of appropriate technical standards and protocols for promoting privacy, choice, and
the secure, interoperable transfer and maintenance of sensitive data.

This report focuses on the first of these challenges. Federal efforts to investigate the second set
of technical issues and promote the development of standards for addressing them are also
underway. Those seeking analyses of the technical issues should consult publications like the
Guidelines for Smart Grid Cyber Security: Vol. 2, Privacy and the Smart Grid, released by the
National Institute of Standards and Technology in August 2010.°

* The term “data security” in this report means the ability to protect the confidentiality, integrity and availability of
the data. The term refers primarily to securing consumer data in the interests of privacy, and does not seek to
encompass or answer more generalized Smart Grid cyber security issues. The systemic pursuit of cyber security
throughout the Smart Grid serves to reinforce consumer data security, but the topic is dealt with narrowly here.

> Cyber Security Working Group (CSWG), Smart Grid Interoperability Panel (SGIP), Guidelines for Smart Grid
Cyber Security: Vol. 2, Privacy and the Smart Grid (National Institute of Standards and Technology Interagency
Report NISTIR7628, August 2010). This document is available at:
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The proceedings conducted by DOE and the findings set forth in this report are particularly
relevant because legal and regulatory infrastructures are now developing rapidly as various states
and localities either begin to deploy Smart Grid technologies, or prepare to do so soon. These
Smart Grid technologies have attracted widespread attention from policymakers, investors,
industries and consumers who realize that a more interactive electrical grid can promote not only
more efficient and transparent energy use, but also the sorts of unpredictable innovations often
associated with the Internet.° Moreover, these technologies have important implications for the
nation as a whole and for the continued development of our overall national energy strategy. An
updated, more flexible and more interactive electrical transmission and distribution system will
be critical to the long-term success of our move towards sustainable energy—particularly if plug-
in electrical vehicles become widely used.’

At the same time, it is important to recognize the key role played by the States in the regulation
of electrical utilities and consumer privacy.® In this report, DOE recognizes that the States will
continue to play their traditional leading roles in regulating the deployment of Smart Grid
technologies. DOE also believes that an effective partnership between federal and state agencies
would be beneficial to broadly support and facilitate the development and deployment of a wide
range of Smart Grid technologies.

Promoting American innovation in the development and deployment of cleaner, more sustainable
and more domestic energy-generation technologies is a critical, long-term national priority.
Moreover, in the long run, a “smarter,” more flexible and robust electrical transmission-and-
distribution system is unquestionably a prerequisite to the achievement of this priority. As
exemplified by the Recovery Act, Energy Independence and Security Act of 2007 and other
authorities, DOE has an important role in promoting the development, deployment and evolution
of Smart Grid technologies. One means for DOE to do so is to carefully study diverse State and
local efforts to develop and deploy these technologies and act as a “clearinghouse” for data that
will help State and local officials, as well as private enterprises, identify the most promising
research, development, regulatory and deployment strategies.

http://csrc.nist.gov/publications/PubsNISTIRs.htmI#NIST-1R-7628 (last visited September 28, 2010). The SGIP is
administered under a contract from NIST, funded through DOE ARRA funding transferred to NIST to support NIST
activities under the Energy Independence and Security Act of 2007 (EISA).

® See, e.g., Consumer Electronics Association (CEA) at 1 (agreeing that Smart Grid technologies will “play a critical
role in achieving national priorities like enabling new ways to enhance energy efficiency...”); Utilities Telecom
Council (UTC) at 1 (noting that smart energy grids will “create an environment in which consumers will have
greater abilities to manage their own energy usage and utilities will have new tools to affect grid-wide energy
efficiencies”); National Association of State Utility Consumer Advocates (NASUCA) at 22-23 (discussing the need
for privacy protections that take into account future developments involving not only electric vehicles but also other
unforeseen devices); Google, Inc. (Google) at 1 (hoting that consumer access to energy consumption data could lead
to “countless new products and solutions to help consumers save energy and money”); Jeff Osborne, et al., A Primer
on the Smart Grid (Thomas Weisel Partners, Aug. 6, 2009) (discussing potential investment opportunities associated
with Smart Grid technologies).

" Tendril Networks, Inc. (Tendril), Data Privacy Public Meeting Transcript (PTR) at 21-22 (noting the relatively
significant amount of energy used by electric vehicles).

® DOE recognizes that typically, States have jurisdiction over investor-owned utilities. Such utilities provide service
to over 68% of electric utility customers. Most of the analysis and recommendations set forth in this report,
however, are equally applicable to public and cooperative electric utilities.
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In light of the above, DOE finds that:

First, this state-federal partnership model follows from the federal government’s overall strategy
towards clean energy technologies. In the Recovery Act, the Nation made an unprecedented
investment in sustainable energy and high-quality jobs by, among other initiatives, directing
DOE to support the development and deployment of a wide array of differing Smart Grid
technologies and approaches. Through the Act, DOE will promote the transition of our Nation,
with its diverse local geography and resources, towards more sustainable energy sources, as well
as the creation of breakthrough technologies that will promote economic growth and exports
during the 21* century.

Second, this partnership model is well advised given that Smart Grid technologies are only
beginning to be widely deployed, and allowing for experimentation is a sound policy strategy.
After all, our experience with Internet technologies strongly suggests that it may be difficult or
impossible to predict the uses to which a “smarter” and more interactive electrical grid will
ultimately be put. Our federal system of state and local governments was intended to provide
opportunities to experiment so debates about the relative merits of differing approaches can be
assessed by practical experience.

Third, Smart Grid technologies offer enormous potential benefits to the nation, to electrical
utilities, and to consumers. Because the deployment of such technologies will impose costs that
will likely be recovered from consumers, however, there is a strong case that any such decisions
should be evaluated at the state level where the relevant agency can evaluate whether such
investments are justified.

It should be noted that among the many Smart Grid technologies, advanced meters or “smart
meters” figure heavily in discussions about consumer data and privacy. Many other components
of a Smart Grid are potentially relevant to consumer privacy, but the advanced meter’s ability to
measure, record and transmit granular individual consumption, and its presence at the traditional
boundary between the utility and the consumer, make it a focal point of this report. A Smart
Grid, of course consists of hundreds of technologies and thousands of components, most of
which do not generate data relevant to consumer privacy.

As part of its role in facilitating the continued development of an effective energy policy strategy
for the 21% century, DOE therefore sets forth the following “Key Findings,” which fall into two
categories. First, some findings identify both situations in which participants in this proceeding
and DOE’s own analysis of relevant state laws, practices, and secondary sources suggest fairly
broad agreement on particular issues. Second, other findings highlight situations in which the
same sources suggest fairly broad agreement on the importance of confronting particular
questions—even if those sources do not yet suggest broad agreement as to the best answers to
those questions.

As an initial matter, DOE emphasizes the extent to which there was substantial agreement on
matters related to data access, consumer privacy, and Smart Grid technologies. DOE was
surprised about the extent of this agreement, given that issues related to privacy can be divisive,



and relevant state laws on consumer privacy and utility regulation can differ significantly as a
result. Many Smart Grid technologies are just emerging or being widely deployed, and it is
inherently difficult to predict just what net benefits and services will ultimately arise from a more
interactive energy transmission system that provides more granular energy-consumption data.
Consequently, it was encouraging to note the extent to which states, localities, private and public
electrical utilities, potential third-party service providers, and information technology and
consumer-electronics providers were not only thinking carefully about these issues and
participating in federal efforts to enhance coordination, but also reaching somewhat similar
conclusions.

Consumer education and flexibility in both technology and pace of deployment will
be critical to the long-term success of Smart Grid technologies.

Commenters voiced broad consensus on this principle. Deployment of Smart Grid technologies
offers important long-term benefits for both consumers and the electricity generation,
transmission and usage system. These technologies can reduce energy costs for individual
American consumers and across the American economy. They are also critical to our long-term
efforts to create high-quality jobs and promote sustained economic growth by re-asserting
American ingenuity and technological leadership in the global movement to transition energy
production and consumption towards cleaner, more sustainable, and more secure energy sources.

Moreover, important long-term benefits of Smart Grid technologies arise directly from the more
intelligent electrical-metering-and-usage-monitoring technologies that will be the focus of this
report.® For example, smarter metering technologies and other customer-facing technologies
(commonly referred to as home area networks, or HANSs) could enable technologies that could
reduce the overall costs of generating electrical power and encourage shifting load from peak to
off-peak by rewarding consumers who curtail their energy usage during “critical peak-load”
periods when particularly heavy demand radically increases the overall cost of electrical
generation as particularly expensive generation methods must be brought online quickly. Smart
metering can also encourage consumers to use less energy by providing consumers with
information (through in-home displays and other devices) about energy usage. Enhancing
consumers’ ability to understand and manage their energy consumption will also be important to
efforts to better integrate variable or intermittent renewable energy-generation technologies—
like wind and solar—into our overall energy transmission and generation system. Similarly, the
advent and use of electric vehicles will create new potential stresses on our use of electric power
that can be minimized through Smart Grid technologies.

In discussing the importance of consumer education, commenters in this proceeding consistently
stressed that an overly prescriptive “top-down’ approach to attaining these long-term national
goals could prove unhelpful, or even backfire. In particular, commenters consistently identified
three factors that, taken together, suggest that both patience and flexibility will be critical

% In this report, DOE uses the terms “intelligent electrical-metering-and-usage-monitoring” and “advanced metering”
to refer, generally, to a wide range of metering technologies including AMR and AMI. These technologies vary
widely in their capabilities, implementation, and costs.



components of any overall or long-term national strategy towards Smart Grid technologies
generally and advanced metering technologies in particular.

First, both governmental and private proponents of smart-grid technologies and the advanced
services that they can support should recognize that consumer education will be a critical
component of successful efforts to promote the widespread adoption and deployment of various
forms of intelligent electrical-metering-and-usage-monitoring technologies. To a considerable
extent, the pace at which “smarter” metering systems can be deployed depends ultimately upon
the extent to which the citizens of a given state or jurisdiction conclude that they will benefit by
investing in advanced metering technologies. Consumer education and outreach to consumer
advocates—some of whom still view advanced metering technologies with suspicion—will thus
be critical components of efforts to promote the adoption of Smart Grid technologies.*

Second, states and localities will need the flexibility to carefully balance the costs, benefits, and
deployment schedules of a wide array of intelligent electrical-metering-and-usage-monitoring
technologies that vary significantly in their level of sophistication. Notably, states and localities
will need the flexibility to consider the costs and benefits of requiring utilities deploying such
technologies and home energy management systems to provide more or less granular data, and
the willingness of the consumers in a particular jurisdiction to support the deployment of such
technologies.™

Third, both of the preceding concerns will be heightened in the context of utilities that provide
services to predominately rural or economically disadvantaged customers. In such areas,
deployment costs may be unusually high, or relatively high compared to income levels, customer
bases mlazy be particularly cost-sensitive, and the need for focused consumer education may be
greater.

195ee, e.g., CEA at 4; Office of Consumer Counsel, Colorado Department of Regulatory Agencies (CO OCC), PTR
at 12-13, 32, 53, 102; Northwestern Energy (NW Energy), PTR at 13-14, 62; TechNet, Inc. (TechNet), PTR at 16-
17; Sacramento Municipal Utility District (SMUD), PTR at 29, 48, 97; Telecommunications Industry Association
(TIA) at 3-4; Tendril, PTR at 58-59 (discussing the gap between increased costs to consumers and the benefits
consumers see from Smart Grid roll out); DTE Energy Company (DTE), PTR at 83-84 (same).

' See, e.g., American Public Power Association (APPA) at 7; Avista Corporation (Avista) at 2; Edison Electric
Institute (EEI) Reply at 11; NASUCA at 15-16; NW Energy, PTR at 48; Sawnee Electric Membership Corporation
(Sawnee), PTR at 47. See also National Rural Electric Cooperative Association (NRECA) at 2 (“Cooperatives are
widely embracing numerous Smart Grid technologies and have been recognized as leaders in integrating advanced
grid technologies. For many Cooperatives, [AMI], distribution automation, and software integration are among the
Smart Grid technologies that make sense. The operational benefits of [such] technologies are often greater in rural
areas with low population densities. Low density increases the costs of meter reading, outage response, system
maintenance, and distribution system losses. Advanced technologies help Cooperatives to address these issues and
thus provide real benefits to consumers including lower distribution costs and fewer and shorter outages. (Citing
F.E.R.C. Ann. Rep. on the Assessment of Demand Response and Advanced Metering 8 (Dec. 2008), available at:
http://www.ferc.gov/legal/staff-reports/12-08-demand-response.pdf).

12 See Institute for Electric Efficiency (IEE), The Impact of Dynamic Pricing on Low Income Consumers (June
2010) (“Based on bill impact simulations and the results review from four pilots and one full-scale program, we
conclude that low income customers will benefit from dynamic pricing.”). See also comments of Joint Center for
Political and Economic Studies (Joint Center); Consumers Union, National Consumer Law Center, and Public
Citizen (Joint Consumer Comment) at 5-6; TechNet, PTR at 31-32.
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To be clear, most participants in this proceeding—including many of those who offered the
cautionary notes summarized above—were very supportive of the development and deployment
of Smart Grid technologies. Nevertheless, many also stressed that because the short-term costs
of deploying such technologies will tend to precede their long-term benefits, it will be important
for policymakers at all levels to recognize the importance of educating consumers and ensuring
that the extent and the pace of deployment does not outpace consumer attitudes, which may vary
significantly and depend upon local circumstances.

Many Smart Grid technologies can generate highly detailed or “granular” energy-
consumption data that should be accorded privacy protections because it is both
potentially useful and sensitive.

This principle also generated broad consensus among commenters. Data about the energy use of
a given household can be a powerful tool for increasing efficiency, troubleshooting, and
lowering overall costs because each of the many household devices and appliances that consume
electrical power tend to do so in a way that can enable a sophisticated analyst—given enough
sufficiently granular energy-usage data—to identify the contributions of particular appliances
and devices to overall energy usage and to determine whether those contributions are consistent
with those of an efficiently-operating appliance or device.** The current state of the art, in terms
of the granularity of data collected by utilities using advanced metering, cannot yet identify
individual appliances and devices in the home in detail, but this will certainly be within the
capabilities of subsequent generations of Smart Grid technologies.

Such data, termed consumer-specific energy-usage data (“CEUD”’) by many commenters, has
enormous potential to enable utilities or other third-party service providers to help consumers
significantly reduce energy consumption, avoid costly breakdowns and repairs, and reduce the
overall complexity of running a modern household full of increasingly complex and interactive
devices and appliances.*

Because such data can also disclose fairly detailed information about the behavior and activities
of a particular household, however, there was also broad consensus that the collection of CEUD
raises privacy implications that should be acknowledged and respected during the development
of intelligent electrical-metering-and-usage-monitoring technologies.™ It is the energy usage
data itself and the ability to tie that data to an individual or household that makes the data
particularly sensitive.

3 See, e.g., Tendril, PTR at 22, 26, 33-34, 75; Whirlpool Corporation (Whirlpool), PTR at 75; Honeywell
International, Inc. (Honeywell) at 8-9.

Y 1d. For comments directed to the definition of CEUD and other relevant types of data, see, e.g., Silver Spring
Networks (Silver Spring) at 1-3; Avista at 5; NASUCA at 4; EEIl at 3, 6; Cleco Power, LLC (Cleco) at 2; DTE at 2-
3; Demand Response and Smart Grid Coalition (DRSG) at 1; CPower, Inc. (CPower) at 1.

15 See, e.g., NARUC at 2 (stating that “[w]hile the deployment of smart grid technologies may empower the
consumer and provide more options, it also poses significant privacy issues that need to be considered and

resolved by regulators™).



Many commenters also agreed on a closely related principle: At any given moment, many
consumers are likely to have widely varying views about how they want to balance the privacy
and efficiency implications of energy-usage data generated by certain Smart Grid technologies,
and their views may evolve significantly over time as real-world experience demonstrates added-
value by revealing the relative advantages of differing sets of choices. Consequently, consumers
should have rights to protect the privacy of their own CEUD and control access to it.® Well-
designed implementations of Smart Grid technologies should also empower individual
consumers to make a wide array of choices about whether or how to manage their own energy-
consumption data via home energy management systems.*’

Utilities should continue to have access to CEUD and to be able to use that data for
utility-related business purposes like managing their networks, coordinating with
transmission and distribution-system operators, billing for services, and compiling it
Into anonymized and aggregated energy-usage data for purposes like reporting
jurisdictional load profiles.

Many commenters stressed not only that the utilities” use of CEUD will support critical
functions, but also that the importance of utility access to and use of such data is likely to
increase significantly as we move towards more sustainable and non-polluting means of energy
generation and consumption like renewable energy sources and plug-in electrical vehicles.® In
particular, utility access to consumer data will be important to efforts to better integrate variable
or intermittent renewable energy-generation technologies into our overall energy transmission
and generation system. Moreover, the charging of electrical vehicles—though it may tend to
occur during “off-peak” hours in most jurisdictions—may impose significant challenges that will
require utilities to carefully monitor electrical consumption across their networks as such
vehicles become more popular.™

16 See, e.g., APPA at 5, 7; Avista at 1-3; AARP Reply at 4; Baltimore Gas & Electric (BG&E) at 2; Cleco Power
LLC (“Cleco”) at 1-2; CEA at 2-4; Joint Consumer Comment at 8; CPower at 1-2; DRSG at 2-3; EEI at 8-11, 17;
EEI Reply at 6-7; Elster Solutions (Elster) at 1; EnerNOC, Inc. (EnerNOC) at 2-3; Exelon Corporation (Exelon) at
2; Florida Power & Light Company (FPL) at 4-5; Google at 1; Honeywell at 2-3; Idaho Power Company (ldaho
Power) at 4-6; Joint Center at 11-12; NASUCA at 8-9, 16; NRECA at 7; Oncor Electric Delivery Company, LLC
(Oncor) at 3-5; Pepco Holdings, Inc. (Pepco) at 1-2; Southern California Edison (SCE) at 1-2; San Diego Gas &
Electric Company (SDG&E) at 4, 6; Silver Spring at 2, 4; SMUD, PTR at 56; Southern Company Services, Inc.
(Southern) at 3-4; Tendril at 3-4; TIA at 3; United States Telecom Association (US Telecom) at 1-3; UTC at 6-7, 10-
11; Verizon and Verizon Wireless (Verizon) at 1-3; Whirlpool at 2-3; Xcel Energy (Xcel) at 4-5; Xcel Reply at 4-5.
17 See, e.g., Cisco Systems (Cisco), PTR at 15-16; SDG&E at 11-12; APPA at 11; DRSG at 6; CEA at 5; EEI at 23-
24; FPL at 7-8; Idaho Power at 7; Tendril, PTR at 44-45.

'8 Cleco at 3; Oncor at 4.

9 Tendril, PTR at 21-22. Most, but not all, commenters agreed that consumers should not be allowed to “opt out”
and disallow a utility from using their personal energy-usage data for planning or network management. These
commenters raise valid concerns about the potentially deleterious effects that the resulting incomplete data sets
could have upon planning or network management activities required to ensure the reliability and adequacy of our
electrical generation and transmission system. See, e.g., Oncor at 3-4; Pepco at 2; EEI at 15-16; DRSG at 3. But see
CPower at 2; Joint Consumer Comment at 5.
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Consumers should be able to access CEUD and decide whether third-parties are
entitled to access CEUD for purposes other than providing electrical power.

There is almost universal consensus on the question of consumer access to their CEUD, though
some parties disagree about whether the right that customers have to CEUD should be described
as a right of access or ownership. Many commenters assert that customers have ownership rights
in their own CEUD.?® Many others assert that those rights are more accurately described as
access rights.”> When discussing the privacy implications of Smart Grid technologies, the
difference between these two positions is not entirely semantic, but it need not be dispositive.?
While the nature of the CEUD provided to a given consumer may vary somewhat, depending
upon which technologies are employed and how they are implemented, there seems to be broad
consensus that providing consumers with access to “actionable” data, CEUD that they can use to
alter their energy-use patterns to reduce their overall energy costs, should be a critical goal of
any implementation of Smart Grid technologies like advanced metering.?® Indeed, the long-term
national benefits of such technologies depend significantly upon meaningful access to such data.

There also seems to be a broad consensus on perhaps the most critical question in the context of
Smart Grid technologies: who should control the extent to which third parties should be able to
access CEUD for innovative purposes other than the provision of electrical power? On this
question, almost all proponents of both consumer-ownership rights and consumer-access rights
agree: Consumers should decide whether and for what purposes any third-party should be
authorized to access or receive CEUD. Consumer control of third-party access to CEUD would
promote the development of a competitive, open, transparent, and innovating marketplace for the
use and management of energy-consumption data.?* Most advanced smart meter technologies
would provide consumers with data (through in-home displays or other devices) that could be
used to reduce energy costs by managing their energy use or using automated means of doing so.

2 gee, e.g., CEA at 2; Elster at 1; EnerNOC at 2; Honeywell at 1; NASUCA at 7, 16 (arguing that the consumer
pays for the infrastructure by which the utility obtains access to the data, which can reveal personal information
about the consumer); NASUCA Reply at 2-5; SDG&E at 3; Sawnee, PTR at 40; Whirlpool at 2.

21 EEI at 4-5 (“Ownership of energy consumption data is a complex question that extends beyond a simplistic notion
of ‘ownership,” and pertains more to issues of data access and usage.”); see also BG&E at 2; FPL at 3; Idaho Power
at 4; NRECA at 3; Oncor at 2 (while noting that under Texas law, consumers served by investor-owned utilities own
their energy consumption data); Pepco at 1; Southern at 3; Tendril at 2-3; UTC at 3-6.

22 Utilities may be correct to assert that the rights that consumers have in their CEUD might most accurately be
described as rights of access and control. See, e.g., EEI at 4-5. But the particular term used to describe the rights
that consumers have as to their own CEUD may not matter provided that the rights that consumers have as to CEUD
do not impede utilities from using CEUD for purposes associated with the provision of electrical power, or the
management of the generation, transmission, and billing processes. Indeed, enhancing the ability of utilities to
manage, plan, and troubleshoot are among the most important advantages of Smart Grid technologies. And as many
commenters noted, utilities have long collected, used, and protected potentially sensitive data about their customers.
See, e.g., FPL at 3; Idaho Power at 4-5; APPA at 16-17; NRECA at 17-19. The data privacy concerns associated
with Smart Grid are not new, though as discussed above, the more detailed data potentially provided by Smart Grid
technologies may warrant review to ensure the adequacy of existing laws, standards, and practices related to
utilities’ management of CEUD.

% Google at 1.

#See http://www.smartgrid.govi/sites/default/files/pdfs/wh_response_letter 4aug2010_to_climategroup_and
consumer_groups_on_sg_data.pdf “We believe that providing consumers with clear, timely, and appropriate
information about their energy consumption and electricity pricing is critical to optimizing the efficiency of the
electric grid and facilitating our Nation’s transition to a clean energy economy.”
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Nevertheless, many commenters argued that third parties may well use data generated by such
meters to provide consumers with far more innovative or sophisticated energy-management or
other services. There seems to be broad consensus that empowering consumers to authorize
disclosure of their CEUD to third-party service providers will promote innovation.?

There was less consensus on the closely related, but distinct, question of whether utilities or
other third-party service providers should be allowed to reduce the costs of their services by
disclosing or reselling CEUD to third parties for purposes of targeting advertising. While there
appears to be widespread agreement that such practices, if permitted, should require further
affirmative and informed consumer consent, one jurisdiction requires at least utilities to obtain
regulatory approval before disclosing any potentially sensitive data.?®

All classes of electric utility customers should be entitled to protect the privacy of
their own individual energy-usage data.

This proceeding focused on the issue of residential consumer data-security and privacy.
Participants frequently noted, however, that the deployment of Smart-Grid technologies also has
important implications for other classes of utility customers. Commenters stated that all classes
of electric utility customers besides residential consumers (e.g., industrial, commercial, small
business, and non-profit customers) are also users of electrical power and customers of an
electrical utility. As a result, such customers are similarly entitled to privacy protections for their
individual-specific electric usage data.

In particular, many commentators agreed that for many of the same reasons that consumer
energy-usage data should be treated as CEUD, commercial or organizational customers of
utilities should also be entitled to protect the privacy of their energy-usage data. Just as detailed
energy-usage data could be used to generate information about household activities that many
consumers might consider personal or sensitive, so too could such data be used to discern
information about commercial or organizational activities that many of these entities might
consider to be proprietary or highly commercially sensitive. Consequently, many commentators
stressed that well-designed regulations or deployments of Smart Grid technologies should
carefully consider the implications of these technologies for commercial and organizational
utility customers, as well as consumers.?’

Beyond this point, the relationship between commercial and organizational customers and Smart
Grid technologies raises complex questions that exceed the intended scope of this proceeding
and as to which no clear consensus positions seemed to exist.”® Should further information on
such matters prove helpful, DOE would consider conducting further study on these issues and

? See, e.g., Google at 1; Cisco, PTR at 68-69; Silver Spring at 6; Tendril, PTR at 75-76; Sawnee, PTR at 104-105.
But see http://www.ftc.gov/bc/international/docs/smartgrids_usa.pdf.

%gee,Cleco at 2; See also, e.g., Avista at 4; EEI at 8-9; FPL at 3; Idaho Power at 4; NASUCA at 29-30; Pepco at 1,
11-13; SDG&E at 3.

7 See, e.g., Avista at 1; EEl at 9; EEI Reply at 6-7; NRECA at 7; SDG&E at 4.

% See, e.g., Building Owners and Managers Association (BOMA) at 2; Real Estate Roundtable (Roundtable) at 3-5.
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providing the results of such studies and any further information gathering in its role as an
information “clearinghouse”, as discussed in more detail later in the Report.

Deployment strategies must be flexible for utilities serving rural, low-income,
minority or elderly customers, and consider the special circumstances of those
customers, but should not presume that Smart Grid technologies are inappropriate
or unhelpful to such customers.

Commenters addressing the issue consistently stressed that efforts to deploy Smart Grid
technologies should be flexible and consider the special circumstances of rural, low-income,
minority, and elderly electric utility customers. Nevertheless, commenters did not always agree
about the implications of these technologies for these important constituencies. Some worried
that advanced metering is likely to be more of a cost than a benefit to such constituencies
because they are less likely to understand its implications, and have access to resources, like
broadband Internet access, or lack the financial resources required to exploit them.?

Commenters like the Joint Center for Political and Economic Studies stressed that overall
strategies toward the Smart Grid should consider the unique circumstances of rural, low-income,
minority, and elderly electric utility customers precisely because these constituencies “are most
susceptible to high energy costs” and therefore can most benefit from savings in those costs.*
The National Rural Electrical Cooperative Association notes that non-profit rural cooperatives
have been early adopters of technologies like AMI because they “provide real benefits to [low-
density populations] including lower distribution costs and fewer and shorter outages.”*" The
Institute for Electric Efficiency has also released a whitepaper discussing several pilot programs
that show low-income consumers can and do benefit from the dynamic pricing that Smart Grid
technologies enable.®? That said, DOE recognizes that the relevant costs and benefits of different
Smart Grid technologies will be borne out over time as experiments with different approaches
realize different results. These results will reflect an array of factors, such as the specific
technologies in question, the relative effectiveness of consumer education as to how to use the
technology, and the ability to cohere with consumer behavior (e.g., employ “set-and-forget”
defaults to limit the demands on consumer to monitor real-time energy use).

% APPA at 8-9; Joint Center at 9-10 (noting that further study was needed to determine the impact of Smart Grid on
these consumers).

%0 See Joint Center at 1; see also Google OSTP Comments at 2 (arguing that low-income customers are particularly
price-sensitive and that “studies indicate the access to direct feedback on energy consumption leads to energy and
money savings”); Google FCC comments at 4-5 (citing studies and discussing the “Prius effect” in which near-real-
time data on energy consumption encourages energy-conserving behaviors).

1 NRECA, at 2 (citing F.E.R.C. Ann. Rep. on the Assessment of Demand Response and Advanced Metering 8
(Dec. 2008), available at: http://www.ferc.gov/legal/staff-reports/12-08-demand-response.pdf.)

%2 See IEE, The Impact of Dynamic Pricing on Low Income Consumers (June 2010) (concluding “that low income
customers will benefit from dynamic pricing”). But see “The Need for Essential Consumer Protections” (August
2010), issued by a group of consumer entities raising questions about the methodology and findings contained in the
IEE report.
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Consequently, deployment of Smart Grid technologies should not presume that low-income,
minority, and elderly constituents will be harmed by, or should be excluded from, the Smart
Grid. Rather, deployment strategies should be crafted to identify and serve the needs of these
important constituencies.®* For example, the Public Utility Commission of Texas has approved
both consumer-education efforts related to Smart-Grid and the funding of a program that will
provide low-income consumers with free in-home monitors to help them monitor their energy
uses. Texas and other jurisdictions have also authorized the use of prepayment plans that have
proven to be popular with low-income consumers. Under such plans, consumers purchase a
given dollar-value of power, and an in-home monitor that interoperates with a smart meter
reports both their energy usage and the amount of money left in the account.®

States must carefully consider the conditions under which consumers can authorize
third-party access to CEUD.

The issue of third-party access is complex and fairly contentious, but may be somewhat narrower
than it sounds. If consumers can access or own their CEUD, then once that data has been
provided to them, consumers could ordinarily keep it private or disclose it to whomever they
choose. Indeed, more advanced smart-meter technologies may soon make it much easier for
consumers to provide at least some types of CEUD directly to third parties. Such meters can
interconnect through a home-area network (“HAN”’) with interoperable devices using secure
protocols.® It should be noted that easy transferability of CEUD should be considered as such
technologies are developed. Transition to the use of standardized, machine-readable formats is
discussed in more detail later in this report.®

Nevertheless, in some contexts, more granular CEUD may be more useful to consumers if they
can authorize their utilities to disclose it directly, and on an ongoing basis, to a third-party
service provider selected by the consumer. Consequently, the issue of third-party access focuses
on whether or how states should regulate the process through which a consumers can grant (and

% See comments of the Joint Center; Exelon at 3; NASUCA at 18-19; Pepco at 3-4; UTC at 11-12 (citing the IEE
whitepaper).

% See, e.g., Oncor at 4, 6.

% See, e.g., Oncor at 9 (noting that for security purposes, consumers must use a utility’s provisioning process in
order to ensure that only devices approved by them are associated with their meter); see also SCE Reply at 1
(discussing the interaction of HANSs, advanced meters, and interoperable devices); EEI at 9 (advocating privacy
protections for “more general consumer information that may be generated, not only by smart meters, but also by
[HANS] and devices connected directly for third party access”); Google OSTP Comments at 1 (noting “multiple
gateways for residential energy use data, price data, and demand response signals™).

* DOE understands that NIST has initiated efforts to support standardization of energy usage information with a
North American Energy Standards Board (NAESB) standard information model for customer energy usage
information and an American Society of Heating, Refrigerating and Air-Conditioning information model for facility
energy usage. In addition, other standards supporting implementation of these information models are already under
development, including Open ADE (with NAESB) and the Zigbee Smart Energy Profile 2.0. DOE notes that once
any protocols or model standards are developed and published by NIST for the interoperability of Smart Grid
devices and technologies, an investment that fails to incorporate any of such protocols or model standards is not
eligible for reimbursement under the Federal Smart Grid Investment Matching Grant Program. Pub. L. 110-140,
Section 1306.
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retract) authorization for a utility to disclose CEUD to a third-party service provider selected by
the consumer.

Commenters certainly agreed that this is one of the most important and difficult issues inherent
in deploying and regulating Smart Grid technologies. This question of how consumers authorize
utilities to disclose CEUD to third parties thus raises difficult questions on which there seems to
be fairly broad consensus on some core principles, but less agreement on how best to implement
those principles. In general, there seems to be substantial consensus on the following principles:

First, Utilities should not disclose CEUD to third parties unless a given consumer has
consented to such disclosure affirmatively, through an opt-in process that reflects and
records the consumer’s informed consent. Often, the use of such an opt-in authorization
process will have to comply with existing laws that prohibit utilities from disclosing customer
data to third parties without a particular customer’s informed consent. In any case, commenters
were virtually unanimous that an opt-in authorization process predicated on informed consent
should be required before utilities disclose CEUD to third-party service providers.*’

Second, jurisdictions designing such opt-in authorization processes should require a valid
authorization that specifies the purposes for which the third-party is authorized to use
CEUD, defines the term during which the authorization will remain valid and identifies the
means through which consumers can withdraw such authorizations. Commenters tended to
stress, in particular, that the informed consumer consent required by an opt-in process should
require a valid authorization to identify both the type of CEUD that the third party seeks to
obtain and the purposes for which that third party is authorized to use the CEUD. Here again,
many commenters stressed the importance of full and clear disclosure if the third party intends to
use CEUD for purposes of targeting advertising or marketing towards the consumer.* Such
disclosure requirements and the ability to opt-in to Smart Grid data sharing must be clearly
communicated to consumers as part of any Smart Grid education effort.

Third, third parties authorized to receive CEUD should be required to protect the privacy
and the security (including integrity and confidentiality) of CEUD that they receive and to
use it only for the purposes specified in the authorization. Some commenters asserted that
third-parties should be required to comply with all legal requirements related to the protection of
CEUD that are applicable to utilities. Others proposed more general legal duties.*®
Nevertheless, there was broad consensus that authorized third parties should be required to

% See, e.g., DTE, PTR at 86; EEI at 17, 23-24; Honeywell at 3; NASUCA at 16; NW Energy, PTR at 41; Oncor at
4-5; Pepco at 6; Southern at 4; Tendril , PTR at 36, 43; TIA at 3.

% See, e.g., APPA at 6; Silver Spring at 3; Xcel at 3, 7-8; Xcel Reply at 7. A number of commenters also supported
the Fair Information Principles developed by the Federal Trade Commission (FTC FIPPs) and other similar practices
that include identification of the types of CEUD sought and the uses to which the CEUD will be put, as well as the
identity of the entity collecting the data and any potential recipients of the data. See, e.g., CEA at 3; DRSG at 2, 4;
EnerNOC at 4; NASUCA Reply at 7-8; Pepco at 4; TIA at 3; Tendril at 3-4; SCE at 1, 4; Xcel at 6.

% See, e.g., EEI at 14, 30; Elster at 4; Exelon at 3-4; Oncor at 8; SMUD, PTR at 64-65; Tendril, PTR at 42; US
Telecom at 2 (all supporting applicability of the same standards to which utilities are held). See also Cisco, PTR at
68-69 (noting that standards for third party handling of data are still an open question and that not any one system is
necessarily the right one).
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protect the privacy and security of CEUD and use it only for the purposes specified in the
authorization.

Fourth, States should enact laws or rules that define the circumstances, conditions, and
data that utilities should disclose to third parties. For different reasons, both third-party
service providers and utilities expressed concerns about the implications of systems in which
utilities determine whether or when potential competitors will be granted access to CEUD.*°
Nevertheless, States defining such terms may wish to consider defining the set of data that
utilities must disclose without precluding utilities from agreeing to disclose other data to
authorized third-party service providers. Such flexibility may be needed because it now seems
difficult to predict whether and to what extent security and cost considerations will tend to make
utilities or consumers (empowered by Smart Grid technologies) the long-term, low-cost
providers of useful, secure access to any given class of CEUD.

There are, however, many more issues relevant to third-party authorization as to which there is
no clear consensus among jurisdictions or commenters. As to these issues, there is consensus
that certain questions need to be addressed when Smart Grid technologies are deployed, but
divergent opinions as to what the best answers to those questions are, and the extent to which the
best answer may differ from jurisdiction to jurisdiction. Consequently, in these areas, it is
appropriate to note the most important questions, identify varying approaches to them, and assess
the record for evidence of trends or potentially superior solutions.

How should consumers authorize third-party access to CEUD? Texas currently requires
consumers to submit a written letter of authorization.** Third-party service providers like Oncor
argue, however, that it would be more efficient to let consumers authorize third-party access
online, through a secure web portal.*

An online authorization process is currently in use in California.** While California law also
requires written authorization, such authorization is construed to encompass electronic
authorization for purposes of SDG&E’s protocol that allows a customer to authorize, using
SDG&E’s “My Account” webpage, transmission of that customer’s usage data to third parties.
Once a customer provides authorization, SDG&E assigns a unique identifier to the customer and
his or her usage data to facilitate the transfer of that data to authorized third parties. SDG&E
established this protocol in response to the recent CPUC requirement that investor-owned

40 Compare Tendril at 7-8 (noting that “customers should be free to choose from services available from an open
and transparent marketplace”), with EEI at 10-11; EEI Reply at 18 (noting that “unfettered third party access is
insufficient and overlooks important state-based consumer protections, as well as the need for third party
verification”) and National Association of Regulatory Utility Commissioners (NARUC) at 1 (noting its 2009
resolution calling for, among other things, policies and standards that “should promote a flexible, non-proprietary,
open infrastructure,” and “encourage interoperability of the electric grid and information services to foster a vast
array of resources and information services.”

* Oncor at 4-5, 11.

“2 Oncor at 4-5, 11.

* SDG&E at 15-16.
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electric utilities provide third parties with access, upon the customer’s consent, to that customer’s
real-time or near real-time usage information by the end of 2011.%*

An online authorization process raises additional security concerns, and would require strong
authentication protections to ensure that any person purporting to authorize access was actually
the consumer who had the legal authority to grant such access. Nevertheless, DOE recognizes
the obvious efficiencies of an online process and the expanding range of sensitive e-commerce
and other transactions strongly suggest the long-term advantages of online authorization
processes. Consequently, States could consider transitioning towards an online authorization
process, such as the process currently being studied in Texas.*®

When and how should jurisdictions limit the potential legal liability of utilities required to
disclose CEUD to consumers or authorized third parties? In many jurisdictions, electric
utilities have legal duties and existing policies that require them to protect the confidentiality and
security of CEUD that they collect, possess or use. Obviously, when utilities are required to
transfer CEUD to consumers or authorized third-party service providers, they cannot, as a
practical matter, continue to protect that transferred data’s confidentiality and security. Utilities
thus argue that they should not be legally liable for CEUD that has been disclosed to an
authorized third-party provider: “[ A]uthorized third parties must be responsible for protecting
that dat?e and liable for any unauthorized access or intellectual property infringement that may
occur.”

This is an important issue. Third-party service providers, not utilities, should assume legal
responsibility for protecting the security and privacy of CEUD that utilities disclose pursuant to a
consumer authorization. Nevertheless, relevant state and local laws vary, and consequently,
there may be no one approach to defining the bounds of legal liability for CEUD that works for
all jurisdictions. For example, in some jurisdictions, tarrifing regulations and practices may
provide a means to define the bounds of a utility’s liability, but not those of authorized third-
party service providers.*’

How should consumers be educated about which complaint procedures apply when third-
party access to CEUD has been authorized? Many states authorize Public Utility
Commissions, (“PUCs”), to receive and adjudicate consumer complaints about investor-owned
electric utilities. But state PUCs generally have jurisdiction over investor-owned electric
utilities—not third-party service providers authorized to receive CEUD, who may now be
regulated only by more general laws, like state consumer-protection laws often administered by a
state’s Attorney General. Consequently, jurisdictions deploying Smart-Grid technologies will
have to carefully consider both the adequacy of existing remedial processes and how to ensure
that consumers understand whether to direct concerns or complaints to a PUC or to other

* |d. SDG&E also discusses its Customer Energy Network, an application that allows SDG&E customers to view
their energy use data through authorized Internet content-providers.

*® Oncor at 4-5, 11 (noting that the Public Utility Commission of Texas is now studying online authorization).
Commenters also recognized that Smart Grid technologies could borrow security architectures used in other
industries, such as online banking, internet shopping, and wireless communications to ensure the authenticity of
such authorizations, as well as the protection of consumer data, See, e.g., DRSG at 7; EnerNOC at 5; Tendril at 6.
““EEl at 14.

‘" See Xcel at 4; See also NRECA at 11-12.
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officials. At least two commenters suggested that independent ombudsman services might
provide a means to minimize potential consumer confusion.*®

What data should utilities have to disclose to authorized third parties? Most commenters
agreed that utilities should be required to disclose to authorized third parties at least data used in
billing, and some retail energy-price data. Most commenters also supported disclosure of raw
meter data, though some voiced concern over consumer confusion that could result if raw data
differed from data validated by the utility and used in billing.** Nevertheless, the set of data thus
defined may vary depending upon what data a given metering technology provides, and how a
given customer is charged for energy used. As a result, Google may have best summarized the
consensus position when it argued that “consumers should have access to timely, useful, and
actionable information about how much energy is used, and what it costs.”™

Beyond that, there was little consensus about what, if any, other types of energy-usage and price
data utilities ought to be required to collect and disclose to customers and authorized third-party
service providers. Some commenters favored very broad data-collection-and-disclosure
requirements.® Ultilities, however, tended to stress that jurisdictions need the flexibility to
balance the inarguable costs of imposing particularly broad or highly granular data-collection-
and-disclosure obligations upon utilities against the potential benefits of narrower and less
expensive collection and disclosure obligations.>

Moreover, no clear patterns or trends have yet emerged from existing disclosure practices. For
example, California has promulgated a regulation prescribing relatively detailed and extensive
data-disclosure obligations.>® Texas has taken a somewhat different approach that requires
consumers to be able to access their meter’s 15-minute interval data for the previous day and
historic data through a common web portal called the Smart Meter Texas Portal.>* DTE
advocates the use of pilot programs to generate data that will help jurisdictions assess the relative
costs and advantages of various disclosure requirements and the extent to which they promote
desired changes in conservation and consumption behaviors.*®

*® See, e.g., Tendril at 4; CPower at 2.

* See, e.g., DRSG at 9-10; Elster at 4; EnerNOC at 6-7 (all supporting the provision of raw data). But see EEI at
33-36 and EEI Reply at 25 (raising concerns over consumer confusion if raw data, as opposed to verified data, is
provided). See also NRECA at 14-16.

% Google at 1.

* See, e.g., CEA at 7 (asserting that there should be no artificial caps on the amount or type of information that
consumers could request from a utility); NASUCA at 26-28; Tendril at 8-9.

%2 APPA at 14-15; EEI at 35-36 and EEI Reply at 22-24; NRECA at 14-16.

%3 See SDG&E at 17 (“With respect to the protection of customers’ privacy interests, the California Commission has
continued longstanding California policies requiring the utilities to protect a customer’s energy information,
allowing disclosures only with the prior written consent of the customer. [A]ccess to that information, where
authorized by the customer, must be provided to third parties via the Internet, and in real-time or near-real-time by
the end of 2011” (citing Rulemaking to Consider Smart Grid Technologies Pursuant to Federal Legislation and on
the Commission’s Own Motion to Actively Guide Policy in California’s Development of a Smart Grid System,
Decision 09-12-046 in Docket R.08-12-009, at pp.51, 65, 78).

> Oncor at 2.

*DTE at6.
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While comments and public discussions revealed only a narrow and general consensus on some
aspects of this question, analysis of the principal points of disagreement among the interested
parties identifies four particularly important issues that jurisdictions should assess when crafting
disclosure obligations.*®

First, commenters often disagreed about the extent to which utilities should have to collect and
provide highly granular or near-real-time consumption or pricing data. Utilities often observed
that even when advanced meters actually supply consumers with near-real-time energy-usage
data, the costs that utilities would incur were they forced to collect and manage such data might
exceed any conceivable benefits to consumers, utilities, or the management of the electrical
generation and transmission system.>” The example of Southern California Edison, cited below,
serves to clarify some of the issues surrounding near-real-time data.

Second, commenters disagreed about whether or to what extent utilities should have to provide
historical energy-usage data (other than the data already provided for billing purposes) to
consumers and third-party service providers.

Third, utilities strongly objected to claims that they should be required to disclose to third-party
service providers any CEUD-containing data other than that used in billing a particular customer,
once that data has been validated, enhanced or aggregated by the utility for its own business,
network management, or regulatory purposes.

Fourth, commenters disagreed about the extent to which utilities should be required to disclose
data in standardized, machine-readable formats. Device producers and third-party service
providers argue that CEUD should be provided in standardized, machine-readable formats.*®

DOE concludes that these disputes reveal some important, if unresolved, policy questions that
States should carefully consider. On the one hand, very broad data-disclosure requirements
could facilitate the development of a broader range of Smart-Grid-based third-party business
models. But on the other, broad requirements could distort and increase the apparent costs of
electric power by requiring utilities to collect and provide data not needed to provide electrical

% |t may be important to note that potential providers of third-party services often did not make it entirely clear
whether they were advocating that certain data should be available from either the consumer or the utility, or from
the utility itself. The difference between these two sourcing options can be significant. See SCE Reply at 1-2
(noting that third-parties can obtain near-real-time energy-usage data by providing consumers with a device that can
interoperate with its customers’ smart meters, but that SCE itself does not backhaul and collect near-real-time usage
data).

> EE| Reply at 22-24 (“EEI believes that calls for access to such data in real, or close to real time do not take
account of the costs involved, or the limited benefit to consumers. The cost can be substantial. The cost for
providing this level of granularity is disproportionate to the benefits”); NRECA at 17 (noting the usefulness of data
provided at intervals other than real-time); UTC at 17-18 (“Converting [the process of transmitting data] into a ‘real-
time or near real-time’ process would require major overhaul of the utility infrastructure that would seriously
undermine any value created with potentially significant cost implications.”); but see Tendril at 9 (noting that certain
energy consumption data is “likely to fluctuate in real-time and therefore must be presented to the consumer in order
to be actionable”); CEA at 7 (noting that broad availability of real-time energy data “will lead to the development of
products and services that are beneficial to consumers and empower them to make informed decisions regarding
their energy consumption.”).

% CEA at 6; but see EEI Reply at 19.
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utility services. Consequently, such debates should be carefully assessed by State and local
officials in light of local conditions.

The case of Southern California Edison (SCE) shows why there is no clear, all-purpose argument
for imposing more demanding access requirements. SCE’s smart meter program uses meters that
can provide raw near-real-time energy usage data that can be accessed not only by the consumer,
but also by interoperable devices implementing an appropriate security protocol over a HAN.
But SCE itself does not collect that real-time data: Instead, it backhauls usage data from meters
at hourly intervals. This data is then validated and processed to produce the “revenue quality
interval usage data” that SCE uses for billing and providing utility services, and provides to
consumers on a next-day basis through SCE’s web portal.” Therefore, although SCE’s smart
meters do provide near-real-time data to consumers, SCE warns that it would need to re-engineer
its smart-meter system were SCE itself required to provide third parties with near-real-time
energy-usage data, or “revenue-quality” interval-usage data on other than a next-day basis.*
SCE makes similar points about the expense of any requirement that would require it to provide
near-real-time retail-price data, when the needs of customers exploiting the retail-pricing options
available in its jurisdiction can be adequately met by day-ahead retail price signals.** Moreover,
it is far from clear that real-time access (in the minute-by-minute sense) is necessary to enable
many (or even possibly most) of the benefits from a Smart Grid architecture.®?

This example illustrates a potentially critical point. Utilities can promote the innovation that
Smart Grid technologies enable by serving as least-cost providers of a potentially vast array of
data including current and historic CEUD that they actually collect and maintain. But to the
extent that utilities are required to collect or retain data exceeding that required to provide
efficient electric power generation, transmission and delivery services to their particular
customers without charging for such access, this requirement threatens to distort the cost of
electric power vis a vis that of third-party services.”® To similar effect, when utilities pursue
their own business purposes by expending resources in order to backhaul and “enhance” raw
CEUD already provided to consumers beyond what is necessary for billing, similar issues could
arise if utilities were required to disclose that “enhanced” data to third parties at no additional
cost.

Nevertheless, States should encourage transition towards standardized, machine-readable formats
for transferring CEUD to authorized third parties. In particular cases, utilities may have valid
arguments for continuing to use legacy formats during an appropriate transition period. After
any such transition, however, the benefits of standardized, machine-readable formats are

% SCE Reply at 1.

% SCE Reply at 2.

¢ SCE Reply at 2-3.

%2 This issue is why some suggest it is open question whether the installation of new advanced metering
infrastructure is necessarily a more cost-effective strategy than the use of existing automated meter reading
technology. The NSTC Subcommittee is evaluating the merits of this “smart enough grid” analysis through an RFI
recently issued by DOE’s Office of Electricity Delivery and Energy Reliability (75 FR 57006, Sept. 17, 2010).

% See, e.g., EEI Reply at 22-24. But note that a similar concern could also arise if charges or requirements imposed
upon third-party access provided a means through which excessive fees or restrictions could be imposed upon
would-be-rivals, thus potentially undermining full and fair competition in the market for electric usage monitoring
services.
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significant. DOE thus concludes that given the compelling advantages of machine-readable
formats, State laws should be designed to ensure a prompt transition toward machine-readable
formats that provide for very low-cost access.

In summary, States regulating the deployment of advanced metering technologies will have to
resolve debates about the extent to which utilities should be required to disclose to third parties
data exceeding (1) the “raw” data actually collected in order to provide services efficiently, (2)
any verified data actually used in billing a given customer, (3) “actionable” energy-price data,
and (4) any other data as to which there is broad agreement that utilities should provide when
authorized by a consumer.

When resolving these important debates about the extent to which they should require utilities to
disclose additional data, States should consider, in addition to the factors noted above, three core
principles grounded in sound competition policy. First, to the extent that utilities are required to
disclose data that is either reasonably available from consumers, in excess of that required to
provide optimal electric-utility services, or utility-“enhanced” data not used in billing, a cross-
subsidy may occur—at least if utilities cannot charge fees for third-party access to such data.
Second, States confronting the highly contested issue of letting utilities charge for third-party
access to CEUD should carefully consider two sets of concerns: On the one hand, if utilities
cannot recover costs incurred to provide third-party access to CEUD this could distort the costs
of providing electrical power; on the other hand, if utilities can impose unnecessary charges or
undue requirements related to accessing such data, that could distort or otherwise undermine
competition in the adjacent market of managing the use of electric power.®* Third, because it is
not clear whether consumers or utilities will be identified as the long-term lowest-cost provider
of any given type of additional data, States should consider designing disclosure obligations in a
competitively neutral manner. In particular, they might seek to ensure that relevant laws or
regulations do not define the data that utilities are required to disclose to consumer-authorized
third-party service providers in an unduly narrow manner so as to limit that range of entities that
could operate effectively as consumer-authorized third-party service providers.

DOE notes that further analysis of the debates about the costs and benefits of access to real-time
or near-real-time data is being conducted by the Office of Science & Technology Policy of the
Executive Office of the President. It is also worth noting that providing consumers with near-
real-time access to usage data through a route that does not involve the utility is highly
consequential from a privacy perspective. If consumers receive this data through a 